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 Se compose de 3 produits différents
— Elasticsearch: base NoSQL
— Logstash: Parser de log
— Kibana: Interface web
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» Elasticsearch

AAAAAAAAAAAAA

LI NEAIRE

* U'entrepot de donnée d’ELK

— Base NoSQL
— Clusterisable
— Optimiser pour la recherche de donnée
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¥ Logstash
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* Permet de structurerles logs et les injecter
dans Elasticsearch
— Fonctionne sous le principe de plugin
* Input (syslog/ lumberjack)
* Filter (grok)
e Output (elasticsearch)
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= Logstash
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* Permet de récupérer les logs
— Syslog
— Lumberjack

* Quelque soit la source
— Logstash-forwarder
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-+, Logstash
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* Permet de tagger les logs
— Basé sur des expressions régulieres

— Peux utiliser des filtres externes pour rajouter de
I'information (géolocalisation)
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= Logstash

AAAAAAAAAAAAA
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* |njecte les informations dans Elasticsearch
— Mais pas que |
* Permet d’envoyerdes mails d’alertes
* Surle principe similaire aux tags
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Institut national de physique nucléaire
et de physique des particules

QUELQUES EXEMPLES DE
CONFIGURATION

Jeudi 17 mars 2016 Guillaume PHILIPPON

10



@wm
V4V

LABORATOIRE
DE L'ACCELERATEUR
IIIIIIII

Accepter les connexions syslog
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@.Nm Envoyer les fichiers apache a
logstash
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Ecrire ses filtres
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= Utiliser les variables

Jeudi 17 mars 2016 Guillaume PHILIPPON 14



IN2P3

£V Geolocaliser une |P
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o2 Kibana

AAAAAAAAAAAAA
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* |Interface (web) d’affichage d’Elasticsearch

— Permet de faire des requétes de recherche
complexe plain text ou basé sur les index

— Permet de réaliser des dashboard pour afficher les
informations de facon synthétique
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» March 11th 2016, 18:07:54.000  messag

" <30>Mar 11 18:07:54 0s-77251 dnsmasq-dhcp(15189]: DHCPDISCOVER(ns-cbbcef57-1a) 78:45:c4:f9:15:39 no address available, DHCPDISCOVER(ns-cbbcefS7-1a) 78:45:c4:f9:15:39 no address available @version: 1 @timestamp: March 1lth 2016, 18:07:54.000
geoip.continent_co

type: syslog host: 05-77251.1al.in2p3.fr syslog_timestamp: Mar 11 18:07:54 syslog_hostname: 05-77251 syslog_program: dnsmasq-dhcp syslog_pid: 15189 syslog_message: DHCPDISCOVER(ns-cbbcefS7-1a) 78:45:c4:f9:15:39 no address available received at: M

geoip.coordinates

arch 11th 2016, 18:07:54.035 received_trom: 134.158.77.251 timestamp: Mar 11 18:07:54 logsource: 0s-77251 program: dnsmasq-dhcp pid: 15189 syslog_severity code: 5 syslog_facility code: 1 syslog_facility: user-level syslog_severity: notice _id:
geoip.country_code2 AVNAhOYTAJBAVGaWgrS _type: syslog _index: logstash-2016.03.11 _score:
geoip.country_code3
geoip.country_name » March 11th 2016, 18:07:54.000 message: <30>Mar 11 18:07:54 0s-77247 cinder-volume: 2016-03-11 18:07:54.069 1804 ERROR cinder.service [-] Manager for service cinder-volume os-77247.1al.in2p3.fr@lvn is reporting problems, not sending heartbeat. Service will appear “down"., 2016-03-11
geoipip 18:07:54.069 1804 ERROR cinder.service [-] Manager for service cinder-volume 0s-77247.1al.in2p3.frelvm is reporting problems, not sending heartbeat. service will appear "down". @version: 1 @timestamp: March 1lth 2016, 18:07:54.000 type: Syslog host:
T 05-77247.121.in2p3.fr syslog_timestamp: Mar 11 18:07:54 syslog_hostname: 05-77247 syslog_program: Cinder-volume syslog message: 2016-03-11 18:07:54.069 1804 ERROR cinder.service (-] Manager for service cinder-volume 0s-77247.1al.in2p3.frelvm is repor
— ting problens, not sending heartbeat. Service will appear “down". received_at: March lith 2016, 18:07:54.070 received_from: 134.158.77.247 timestamp: Mar 11 18:07:54 logsource: 05-77247 program: cinder-volume syslog_severity code: 5
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geoip.postal_code » March 11th 2016, 18:07:54.000 megsage: <30>Mar 11 18:07:54 0s-77247 dnsmasq-dhcp(2420): DHCPDISCOVER(ns-673eac3e-01) 00:26:6¢:ff:cb:fb no address available, DHCPDISCOVER(ns-673eac3e-01) 00:26:6¢:ff:cb:fb no address available @version: 1 @timestamp: March 1lth 2016, 18:07:54.000
e e Doy e type: syslog host: 05-77247.1al.in2p3.fr syslog_timestamp: Mar 11 18:07:54 syslog hostname: 05-77247 syslog_program: dnsmasq-dhcp syslog_pid: 2420 syslog_message: DHCPDISCOVER(ns-673eac3e-01) 00:26:6¢:ff:ch:fb no address available received at: Ma

rch 11th 2016, 18:07:54.071 received_from: 134.158.77.247 timestamp: Mar 11 18:

:54 logsource: 05-77247 program: dnsmasq-dhcp pid: 2420 syslog_:
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» March 11th 2016, 18:07:54.000  megsage: <30>Mar 11 18:07:54 0s-77251 dnsmasq-dhcp(15189): DHCPDISCOVER(ns-cbbcefS7-1a) 00:26:6¢:ff:ch:fb no address available, DHCPDISCOVER(ns-cbbcefs7-1a) 00:26:6c:ff:ch:fb no address available eversion: 1 @timestamp: March 1lth 2016, 18:07:54.000
e type: syslog host: 0s-77251.1al.in2p3.fr syslog_timestamp: Mar 11 18:07:54 syslog hostname: 0s-77251 syslog_program: dnsmasq-dhcp syslog_pid: 15189 syslog_message: DHCPDISCOVER(ns-cbbcefS7-1a) 00:26:6c:ff:cb:fb no address available received_ at: M
logsource arch 11th 2016, 18:07:54.071 received_from: 134.158.77.251 timestamp: Mar 11 18:07:54 logsource: 0s-77251 program: dnsmasq-dhcp pid: 15189 syslog_severity code: 5 syslog_facility code: 1 syslog facility: user-level syslog_severity: notice _id:
mac_address AVNMPhOYTAJBAVGawgrb _type: Syslog _index: logstash-2016.03.11 _score:
message
e » March 11th 2016, 18:07:54.000

message: <30>Mar 11 18:07:54 quattorsrv named(2501): error (connection refused) resolving '196.reviscpif.61.254.194.in-addr.arpa/PTR/IN': 194.254.61.197453, error (connection refused) resolving '196.reviscpif.61.254.194.in-addr.arpa/PTR/IN': 194.254.61.
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% Quelques retours

AAAAAAAAAAAAA
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e Elasticsearch
— Base de donnée qui travaille énormement avec la mémoire
de la machine
* 32 Gigaminimum
e 100 Giga de log/jour
* Detestele swap (swappiness,...)

e Logstash
— 100 regles différentes pour 3 services (mail / ssh / dhcp)

— Véritable casse-téte organisationnel

* Toutel'utilisation (corrélation delog,...) découle de la facon dont
on tagles logs

* Sinononretrouve les mémes travers de la gestion des logs
centralisés
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i Reflexions en cours
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'''''''
LI N EAIRE

e ['utilité des logs
— Analyse post-mortem
— Monitoring de service
— Monitoring d’utilisation
* Aujourd’huifait avec 3 outils différents
— ELK
— Nagios
— Ganglia/Cacti
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