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No cards set aside Cards set aside
Spades, Whist, Belote, Coinche, Bridge Tarot, Skate



Online Trick-Tacking Games

e Online casino




Cheater in Online Casino
e Real money @l

- e Reputation loss l@

e Less trust '@\




Trust Model

Weak: Trusted server Stronger: No trusted server




Preventing Frauds
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Cards Set Aside

Cards set aside behave like any player’s hand.

Dog's Security:



Original Idea from FC’19

Xavier Bultel and Pascal Lafourcade. “Secure trick-taking game protocols - how
to play online spades with cheaters”. In FC 19.

e Too specific ;E e Generic 4-|.p

e Games with cards set aside oF

e Slow shuffle o Efficient shuffle

@ £ ~ 20 seconds @ =9 ~ 1 second



Building Block: ElGamal Encryption

Encryption & Decryption:

KeyGen(£): sk <& 7, pk = g**.

Returns (pk, sk)
Enc(m, pk): y & 7y,

Returns ¢ = (g¥, m - pk”)
Dec(c,sk): ¢ = (c1, ).

Returns m = ¢, - ¢ **

Randomisation:

Rand(c, r, pk): Computes ¢; = c; - g" and ¢, = ¢, - pk’.
Returns ¢’ = (c{, c).



Building Block: Non-Interactive Zero-Knowledge Proofs

e Setup(L) — params.
o ZK(¢p,w) — 7 that ¢ € L.
e Ver(¢,m) — 0 or 1.

A NIZK proof requires the following properties:
Completeness Soundness Zero-Knowledge

There exists an extractor There exists a simulator

Ver(¢, ZK(9)) = 1. Ext. Sim.



Card and Hand Representation
:’ id = (suit, val)

Enc,(+)
{C:}:e[[l 52] — {id; }/6[[1 52]

) D
{id; }/e[[l 13] & {cf }:e[[l 13]

10



Card Dealing - Shuffle

id: cards, rij: random numbers, ;(j) permutations.
4
pk = H pk;

i=1

Adhoc 28 . Ad = 20 . A

. | | (g, pk - 'dcard) | |
encryptlon C071 _ 000 C0713 R C0737 500 _ C0752
Shuffles ci; = Rand(ci_1.5,(), rij, pk), ZK{ T8 }
CG1” T Gz . TG P
Player's 1 hand Player's 4 hand
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The Case of Tarot

id: cards, rij: random numbers, ;(j) permutations.
4
pk = H pk;
i=1
id id id id
Adhoc 1 18 . 73 78
. ‘ ‘ (ga pk : Idcard) ‘ ‘
e Co,1 <o Co,18 cee €o0,73 <o Co,78
~ = _—

cij = Rand(ci_1,5,(j), rij, Pk)
Shuffles

Ca Cs,18 C4,73 200 Ca,78

~

Player's hand Set aside
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Card Dealing: Recovery

One ciphertext encrypting a card:

4
c = (Cl — gr1+r2+r3+r47 o =id; - pkr1+rz+r3+r4) for pk = H pk;
i=1

Sk,‘
produces 0i=c.

ct «— (Cl, —92_g§.94>,
Player 1

and recovers its card 7 < Decg, (c*)
L) 13



Producing the Cards Set Aside

Player 1's hand Dog
Cs1 s C4,18 C4.73 cee Ca,78
Shuffles
G573 s G578 G573 s G578

Dog's security:

For A the set of authorised card in the dog.

{ A \/|d, Decy(c }

[73,78] A
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Efficiency of the Proof of Shuffle
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— Multiple Schnorr proofs. — Groth proof of shuffle [Gro10].
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Playing, a card id

e Prove ownership of the cards: My = ZK {sk : id = Decg(c;)}.
e Prove that the play follows the rules (not possible with real cards).

M, = ZK{sk : /\ \/ id, = Decsk(cj‘)}

Jj€[13:(n—1)+1,13-n]] I€L
JgUnU{t}

Verifying
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FC'19 Ours
Prove Verify | Prove  Verify
Shuffle | 5.65s 5.72s | 235 ms 176 ms

Play 105 ms 105 ms

52) ~ 10 seconds .
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