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Symmetric Cryptography
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Iterative Block Cipher

Block Cipher

Given a key K € FJ" and a message M € FY, a block cipher of block size n is an
invertible function Ex that encrypts the message M in blocks P of size n

Feistel Cipher

® P = (x0,0) f *C*)

@ Vi = Xj—1
® x; = yi—i ® f(xi—1, Ki)
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Differential Distinguisher
Biham and Shamir at CRYPTO 1990
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Related Key

Ex(P) ® Ekgax(P®a) =6
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Boomerang Distinguisher
David Wagner. The boomerang attack. 1999
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Boomerang Distinguisher

David Wagner. The boomerang attack. 1999
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Better Estimation of the Boomerang Probability

Dunkelman et al. Practical-Time Related-Key Attack on the KASUMI Cryptosystem Used in GSM and 3G
Telephony. 2014

Sandwich Attack
E=EoE,ok
p = pe(a — B), 9= pg (v —9),

r=pe,(8 =~ —B8),
Boomerang probability = p?q°r
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Better Estimation of the Boomerang Probability
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Jigiang Lu's Impossible Boomerang Distinguisher
Jigiang Lu. The (related-key) impossible boomerang attack and its application to the AES block cipher. 2011
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New Idea of Incompatibility
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The Quadratic Feistel Ciphers Case

(67,01

(51~ 57‘)

fxe) D F(xe D) D FxeD ) ®F(xe®ap®d,) =a, ®al,ddddy,
5, 0 Doy day=0.
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Simon32/64 Block Cipher

Beaulieu et al. The Simon and Speck Families of Lightweight Block Ciphers. 2013
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Simon32/64 Case

We want to be able to conclude without knowing the values of the internal state:

5 =6,
(6, << 1)(ay < 8) @ (ayp < 1)(0, < 8)
Sar o, ® oS =0 )
5, ®6. =0
oy D a@ =0
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Preliminary Results

Distinguisher

‘ Technique ‘ single key ‘ related key ‘

‘ Rounds ‘

7

17

State-of-the-Art

Technique Rounds | Prob. Ref.
RK Boomerang 17 | 27236 | [BL23]
RX Rectangle 19 27295 | [BL23]
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