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Sampling hard instances of lattices

Short Integer Solution (SIS) [Ajtai 96]:
A~UZ;)

Given A, find a short vector X such that A’x = 0 mod ¢
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What is an aware/oblivious sampler?

SIS: LWE:

A ~ UZT) A~UZT") s~UZY) e~ 2™

Given A Given A and b= As+e

Don’t know the secret

Lattice Knowledge Assumption: if A is an LWE sampler, it is
witness-aware.

Witness-Obliviousness
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Our contribution: A quantum witness-oblivious LWE sampler

Pouria Fallahpour

Several cryptographic protocols are built based on the lattice
knowledge assumption [LMS11,GMNO18,ISW21].
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OBLIVIOUSNESS



What is an aware/oblivious sampler?

Q — | Qs | | Qr_1 | Qe r—Mi—
pQ(l)  pa(2)  pa(f—2) pq(f—1)
Q JoH +HaH T+ A ap)
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What is an aware/oblivious sampler?

Q — 91—+ Q2 = Qo1+ QoM —

pQ(l)  pa(2)  pa(f—2) pq(f—1)

Qr_1 Qv M

Er—1

| |

| |

| |

| |
pQze(l) PQeE(2)  paee(f —2) pPQee(l — 1)

For all steps it must hold that: TrE(pQ®E(i)) = pQ(i)
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THE OBLIVIOUS SAMPLER



LWE state [Regev 05, SSTX 09]

Idea: build uniform superposition of LWE samples, then measure

LWE)T, o< > > fle)|As +e) with |f]* = (x,)"
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LWE state [Regev 05, SSTX 09]

Idea: build uniform superposition of LWE samples, then measure

LWE)T, o< > > fle)|As +e) with |f]* = (x,)"

s€Ly ecLy
A) — o)
U

\

[ independent from the secret ]
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Building LWE state with [Regev 05, SSTX 09]
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Building LWE state with [Regev 05, SSTX 09]

Using an LWE solver

—_—
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SEZ{IL eEZQ1

dIsy@ Y fle)|As +e)

sEZZ} eGZZ]n

Z s — solve(A, As + e)) ® Z f(e)|As + e)
SEZLy eczZnm

D 10)® > fle)|As+e)

sezg eGZZIn

Not doable in polynomial time




TWO INGREDIENTS




First ingredient: decomposing

D Isre Y flele) 7= o)™
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sEZg eEZ?
——— D Is)® > fle)|As+e)
SEZT ecZm

— Z ’S> %Y Z fl(el)f2<62> T fm(em)’afs + €1> 0% ]ags + €2> R 8X |a§s -+ em>

SEZQ eGZ?

Pouria Fallahpour



First ingredient: decomposing

D Isre Y flele) P =0 =1fP e elf

sEZg eEZgL
——— D Is)® > fle)|As+e)
SEZT ecZm

Pouria Fallahpour



First ingredient: decomposing

D Isre Y flele) 7= o)™

se€Zy ecZy
— D 1) ® ) fle)|As+e)
SELy ecZy
= Z s) ® Z flen)flea) - flem)lais +e1) @ |ags + ) @ -+ s @ |a,,s + )
SELy ecZy
= 37 18) ® [thars) ® - @ [thar o) [9) == ZZ f(e)ls+e
SEZL €%
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First ingredient: unambiguous extraction

Unambiguous Quantum State Discrimination:

Given [1);) for unknown J

Find 7 without error or return _L in the case of failure
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First ingredient: unambiguous extraction

Unambiguous Quantum State Discrimination:

Given [1);) for unknown J

Find 7 without error or return _L in the case of failure

Optimal
POVM

¥5) =D f@)li +e) B pee = ¢ - min| ()]
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First ingredient: Gaussian elimination
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First ingredient: Gaussian elimination
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Apply Gaussian Elimination to recover S
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First ingredient: Gaussian elimination
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n n
Require ™M g = —
pSUCC q
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First ingredient: Gaussian elimination

Z ‘S> & ‘vaalTs> & ‘wags> Q- ‘¢a%_1s> & |¢3%S> |77DJ : Z f |.]
SGZZL \ GEZ
Optimal \
1 als al s 1 POVM
Psuce = (¢ - min |f(y)|2
Apply Gaussian Elimination to recover S Y
Require M % i = ", 1A What we actually do: Naimark’s dilation.
Psucc qd m y ’f(y)|
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Summary of the first ingredient

LWE state conditioned on: 1, % ", : ~ 5 where ‘f‘Q =y, (Gaussian)
¢ min, [f(y)
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Second ingredient: the issue of Gaussian

LWE state conditioned on: m, = n, - O(e(Q/U)Q)

Modulus g: 110
Standard deviation 0 : 10.5
Blue: \f\Q

Red: |f?
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Second ingredient: adding phases

idea: add minus one phases —> Z Z |AS + >

SEZ” eeZm
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Second ingredient: adding phases

idea: add minus one phases
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— 2.

SEZ” eEZm

New condition:

mzn-o

e)|As + e)



Wrapping up

Theorem: We construct a quantum witness-oblivious LWE
sampler when the standard deviation is polynomially large.

Pouria Fallahpour




Conclusion

e Obliviously sampling instances of LWE

o New techniques and definitions: robust definition of obliviousness, (-1) phases
o Maybe a new example of quantum vs classical gap.

e Breaking the security of several proof systems

Thank you!
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