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A Brief Overview

• New adapation of Schnorr’s Σ-protocol for lattices

Based on Rejection Sampling Flooding Convolution
Sizes Small Big Small(er)
Aborts Yes No No
Signature Dilithium, HAETAE Raccoon G+G
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Schnorr’s Protocol: a Σ-protocol for
Discrete Log

Schnorr’s Protocol: a Σ-protocol for Discrete Log

Expression in the Lattice Setting

The G+G Protocol
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Schnorr’s Protocol

P(s) V(gs)

w = gy

c←↩ U(Zp)

z = y + sc

y ←↩ U(Zp)
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Properties

P(s) V(gs)

w = gy

c←↩ U(Zp)

z = y + sc

y ←↩ U(Zp)
• Completeness: V(gs) accepts if
gz = gy(gs)c

• Soundness: V(gs) rejects after inter-
acting withA(gs) under the DLog as-
sumption

• HVZK: Nothing is revealed on s
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Properties

z←↩ U(Zp)
c←↩ U(C)
w = gz(gs)−c

Return (w, c, z)

Sim(gs) ≈ (w, c, z) • Completeness: V(gs) accepts if
gz = gy(gs)c

• Soundness: V(gs) rejects after inter-
acting withA(gs) under the DLog as-
sumption

• HVZK: Nothing is revealed on s
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The Fiat-Shamir Transform [FS86]

Sign(s, µ):
1: y ←↩ U(Zp)
2: w← gy

3: c = H(w, µ)
4: z = y + cs
5: Output σ = (c, z)

Verify(gs, µ, σ):
1: w = gz(gs)−c

2: Check that c = H(w, µ)

Properties:
• Completeness implies correctness

• Soundness implies EU-NMA
(Attacks without signing queries)

• Add HVZK to get EU-CMA
(Simulate the Sign oracle to make it useless)
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Lattice-based Assumptions

Learning with Errors LWEm,k,q,χ

Given A0 ←↩ U(Zm×(k−m)
q ), A = (A0|Im) and t ∈ Zmq , find if t←↩ U(Zmq ) or if t = As

for short s←↩ χk

Short Integer Solution SISm,k,γ

Given A←↩ U(Zm×k
q ), find x ∈ Zk such that ∥x∥ ≤ γ and Ax = 0 mod q
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Lyubashevsky’s Protocol [Lyu09,Lyu12]

P(A,S) V(A, T)

w = Ay mod q

c

z = y+ Sc

y←↩ DZk,σ

• AS = T mod q and S is short

• Short y sampled from DZk,σ

• c is binary
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Lyubashevsky’s Protocol [Lyu09,Lyu12]

P(A,S) V(A, T)

w = Ay mod q

c

z = y+ Sc

y←↩ DZk,σ

• AS = T mod q and S is short

• z = y+ Sc is small

• Az = Ay+ ASc = w+ Tc mod q

• V checks ∥z∥ ≤ γ and Az−Tc = w mod q
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Lyubashevsky’s Protocol [Lyu09,Lyu12]

P(A,S) V(A, T)

w = Ay mod q

c

z = y+ Sc

y←↩ DZk,σ

• AS = T mod q and S is short

• V checks ∥z∥ ≤ γ and Az−Tc = w mod q

• The protocol is complete

• Soundness based on SIS
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HVZK for Lyubashevsky’s Protocol

z←↩???
c←↩ U(C)
w = Az− Tc mod q
Return (w, c, z)

Sim(A, T) ≈ (w, c, z)

• z←↩ P where P is independent of S

• z = y+ Sc actually leaks Sc

• Key recovery attacks

=⇒ Introduction of rejection sampling and flooding
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The G+G Protocol

Schnorr’s Protocol: a Σ-protocol for Discrete Log
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Erasing the Center

0 Sc

y+ Sc

0−c

h

0

z

= y+ Sc+ Sh

New problem: Az− Tc = Ay+ Th mod q. How to make the scheme correct?
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More Solutions, More Problems

Changing the Key Generation
Problem: Th = 0 mod q
Solution: Take AS = 0 mod q

Problem: Sc can be omitted from z as Az = Ay mod q
Solution: Use 2q and 2AS = 0 mod 2q while AS ̸= 0 mod 2q

Sample h centered around −c/2 and set z = y+ Sc+ 2Sh

Final Problem: What is the final distribution of z = y+ Sc+ 2Sh?
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Gaussian Convolution (Continuous Case)

y

var(y)

+

Sc+ 2Sh

var(Sc+ 2Sh)

=

z

var(z)

J. Devevey - G+G 13



Gaussian Convolution (Continuous Case)

y
var(y)
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Discrete Gaussian Case

Set Σ(S) = σ2Ik − 4s2SS⊤.
Sample y←↩ DZk,Σ(S) and h←↩ DZn,s,−c/2.

Set z = y+ Sc+ 2Sh.

• σ ≥
√

8σ1(S) · s
(Positive definite)

• s ≥
√

2 ln(d− 1 + 2d/ε)/π
(Smoothing quality)

Quality

Pz ≈ε DZk,σ
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The G+G Scheme

P(A,S) V(A, T = AS)
y←↩ DZk,Σ(S)

w← Ay mod 2q w−−−−→

c←−−−− c←↩ U(C)
h←↩ DZn,s,−c/2

z← y+ 2Sh+ Sc mod 2q z−−−−→ Accept if
Az = w+ Tc mod 2q

and ∥z∥ ≤ γ
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Properties

• Completeness: Az− Tc = Ay+ (AS− T)c+ 2ASh = Ay = w mod 2q

• Soundness: Based on SIS, as before

• HVZK: Sample z←↩ DZk,σ and c←↩ U(C). Set w = Az− Tc mod 2q
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Comparison with other Signatures
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