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Explore new assumption for the secret keys 

Bootstrapping graph is fast but still slow 
(≃10ms)

Can we explore new assumptions to improve 
the bootstrapping graph ? 

Ideas
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LWE ciphertext

m ⃗a= b,

ai ↩ 𝕌(ℤq)

Encrypt:
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LWE ciphertext

m ⃗a= b, where b = ⃗a

⃗s

+e + Δm

ai ↩ 𝕌(ℤq)

Encrypt:
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m ⃗a= b, where b = ⃗a

⃗s

+e + Δm

si ↩ 𝕌({0,1})

ai ↩ 𝕌(ℤq)

Encrypt:
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LWE ciphertext

m ⃗a= b, where b = ⃗a

⃗s

+e + Δm

↩ 𝒩0,σ2

si ↩ 𝕌({0,1})

ai ↩ 𝕌(ℤq)

Encrypt:
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m ⃗a= b, where b = ⃗a

⃗s

+e + Δm

↩ 𝒩0,σ2

si ↩ 𝕌({0,1})

ai ↩ 𝕌(ℤq)

Encrypt:
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= e + Δm−

Decrypt:
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m ⃗a= b, where b = ⃗a

⃗s

+e + Δm

↩ 𝒩0,σ2

si ↩ 𝕌({0,1})
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Two new types of secret keys

Our Contributions
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Two new types of secret keys

Our Contributions

Shared randomness  
secret keys

Partial 
secret keys
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Two new types of secret keys

Our Contributions

Shared randomness  
secret keys

Partial 
secret keys

This both keys can be combined
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b ⃗a

⃗sin

=−KS( ) = mm

b ⃗a
⃗s

=−KS( ) = mm⃗ sout

Less noise

Less computations

Smaller public keys
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Generalization of the keys to the polynomials 
(RLWE , GLWE)
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Generalization of the keys to the polynomials 
(RLWE , GLWE)

New (G)LWE assumptions and Security 
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13

Generalization of the keys to the polynomials 
(RLWE , GLWE)

New (G)LWE assumptions and Security 

Keyswitch with Shared and Partial secret Keys 
=> less noise and faster algorithms 

=> Bootstrapping graph becomes faster 
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Bootstrapping graph

All + Stair-KS

All + FTT-KS
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Partial Secret Keys Shared Randomness  
Secret keys
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Partial Secret Keys Shared Randomness  
Secret keys

Speed-ups between  
1.3 and 2.4New algorithms
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Partial Secret Keys Shared Randomness  
Secret keys

Speed-ups between  
1.3 and 2.4New algorithms

Security Analysis Reduction of the size 
of the public material
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Thank you. 
eprint 2023/979

Partial Secret Keys Shared Randomness  
Secret keys

Speed-ups between  
1.3 and 2.4New algorithms

Security Analysis Reduction of the size 
of the public material


