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• Need: combat counterfeiting and usurpation at lower cost

• Financial losses

• Deteriorated brand image

• Security & Public health problem

• Data exposed to a malicious actor

• Context: IoT growth and process automatization

• Concept: Applying biometrics to objects to provide reliable IDs at 

lower cost

I. Introduction

CC BY-SA 3.0 DangApricot (rotated & cropped)
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• Physical Unclonable Function (PUF) [1]

Conceptual definition
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• Optical PUF & Authentication
• Authors: Pappu et al. (2002) [2]

• Challenge: Relative position of the laser beam

• Response: Speckle pattern

Use-cases and examples 1/2
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• SRAM PUF & Cryptographic key generation
• Authors: Guajardo et al. (2007) [3]

• Challenge: Position of the SRAM element

• Response: Power up state

Use-cases and examples (2/2)
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• PUF advantages vs. Secure Elements:

• Contained cost

• Improved logistics by skipping key provisioning

• Identified limitations:

• Reader cost

• Clonability (SRAM) and modelling possibility [6]

• Project objective: Develop a new PUF design based on oxides thin films

• Increase capacity of diversification

• Miniaturized and integrated reader

II. Thesis work – Objectives
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• Multifunctional oxides thin films

• Multi-values basis

• Multi-properties challenges

• Theoretical challenge space:

• L: Number of distinguishable values

• Z: Number of stimuli/properties

• N: Number of points

• Property: optical transmittance

Our approach

Oxides thin films reflectivity at different wavelengths (L&Z)
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• Non-linearity of transmittance
Thickness gradient (112 nm to 584 nm)

Experimental results – Macro PoC (1/2)
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Experimental results – Macro PoC (2/2)
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• Shift to more compact prototype:

• OLED display replaces LEDs

• CMOS sensor replaces photodiodes

• Peripherals controlled by Raspberry Pi

• Preliminary analyses:

• RAW values & sub-pixel control

Experimental results – Compact PoC (1/3)
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• Problems caused by changing components:
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Experimental results – Compact PoC (2/3)
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• Comparison of results with TiO2 and LiNbO3:

Experimental results – Compact PoC (3/3)

Target TiO2 LiNbO3

Uniformity (%) 50 51.4 48.7

Reliability (%) 100 91.1 94.5

Uniqueness (%) 50 48.5 45.0
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• Results confined to the experimental prototype to date

• Several avenues for progress identified: 

• Custom CMOS sensor

• FPGA/ASIC-based reader

• Simulation tools (noise, response discrepancy)

• Post-processing operations

III. Outlook
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Supplementary Information
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