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l. Introduction 3D-@XIDES

* Need: combat counterfeiting and usurpation at lower cost

* Financial losses
* Deteriorated brand image

* Security & Public health problem

CC BY-SA 3.0 DangApricot (rotated & cropped)

* Data exposed to a malicious actor
* Context: loT growth and process automatization

* Concept: Applying biometrics to objects to provide reliable IDs at

lower cost
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Conceptual definition

* Physical Unclonable Function (PUF) [1]
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Use-cases and examples 1/2 3D-@XIDES

Process

e Optical PUF & Authentication —
* Authors: Pappu et al. (2002) [2] Enrolment @
* Challenge: Relative position of the laser beam Store LRPsin BB [IFRF
* Response: Speckle pattern $

Select challenges
from DB
Oo. < | ‘
OO I] Interrogate
X} O PUF instance
(% L
S ‘l"
Laser PUF Camera Response Check response

=>» Accept OR Reject
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Use-cases and examples (2/2) 3D-@XIDES

MULTI-FUNCTIONAL THIM FILMS

* SRAM PUF & Cryptographic key generation Process
e Authors: Guajardo et al. (2007) [3] Read power up
* Challenge: Position of the SRAM element state
* Response: Power up state $

Neglect unstable
values

Response

¥

Stable A=1

A

Generate private 111100111
seed & helper data 0010000...

~

~-( Metastable
0
Ve ".\
7 .
‘é‘ \0

Challenge Derive public-
private key pair

Power-up behavior of an SRAM cell [4][5]

Power-up Stable A=0
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Il. Thesis work — Objectives 3D-@XIDES

MULTI-FUNCTIONAL THIM FILMS

* PUF advantages vs. Secure Elements:

e Contained cost
* Improved logistics by skipping key provisioning
* |dentified limitations:

* Reader cost
e Clonability (SRAM) and modelling possibility [6]

* Project objective: Develop a new PUF design based on oxides thin films

* Increase capacity of diversification

* Miniaturized and integrated reader
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Our approach 3D-@XIDES

MULTI-FUNC TIONAL THIN FILMS

* Multifunctional oxides thin films  souce s soure

Thickness (nm)

A 1pm

* Multi-values basis e ] 140

Mask

* Multi-properties challenges - ‘ ‘
Deposit sum

* Theoretical challenge space: [Z*N °"" = N~

Deposit 1 Deposit 2

* L: Number of distinguishable values Thin film dots’ thickness AFM measurement (N)

e Z: Number of stimuli/properties § EE—

* N: Number of points % EH O . .
* Property: optical transmittance gv

Oxides thin films reflectivity at different wavelengths (L&Z)
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Experimental results — Macro PoC (1/2) 3D-@XIDES

— MULTI-FUNC TIONAL THIN FILMS

* Non-linearity of transmittance y U N -
Thickness gradient (112 nm to 584 nm) »‘ ‘ , o~ e i Thin film on

—— transparent substrate

[ 50 measurements }

95
S
§ Movement of
;3 the plate
g b
E * Oscillations between 76% and 97%

80 1 .

* Interference effects decreases with
| | | | | | increasing thickness (diffusion losses)
100 Thickness (nm) 600
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Experimental results — Macro PoC (2/2) 3D-@XIDES

MULTI-FUNC TIONAL THIN FILMS

L 4 v

* Reproducibility of transmission ratio @ o @
105 Ve N
. 102,02 /® © ® ® @\
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S 80 QY 13 L / Y Y Y @ © ® ® ®/
= \ | - N /

/
75 \\\“_._ ® O®© @ //

74,15 ~
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Index of point macroscopic system
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Experimental results — Compact PoC (1/3) 3D-@XIDES

— MULTI-FUNC TIONAL THIN FILMS

* Shift to more compact prototype: PUF package

] OLED module
* OLED display replaces LEDs Thin film
* CMOS sensor replaces photodiodes CMOS sensor

* Peripherals controlled by Raspberry Pi

* Preliminary analyses:

* RAW values & sub-pixel control

- 108 " 08X
AW 2 w 20798

Photograph of the experimental set-up
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Experimental results — Compact PoC (2/3) 3D-@XIDES

MULTI-FUNC TIONAL THIN FILMS

* Problems caused by changing components:
. . Results for expus set to 378100us
Compazrilsgon OLE[:: lmesfu red (SjpeCtI:a Wlth :a) With macro Average curve profile along rows Avg. poolin% over Bayer filter
IMX Bayer filter from datasheet ens g 0
! — e | £ £
08 T === = | 2 £ soo
0,6 . < £ | iy g
7 [ e ) g L : .
0,4 0 200 400 050
0.2 Micro lens Row index Row index
,0 = , = Color filter _'—:L/—\H/_\\/L/—\l Delta variation over rows
B E NN BROIRFSAMIORIIINIIRESESR Photosite N~ ' 0.01 4
N N - F T T T T T DLW WNDWLMNDOOO OO O ON~NNIDNS _|_>| H H | /._\/._\//._\ .
e B|ue pixels (w/ CCS100) Green pixels (w/ CCS100) b) Without | p I | ‘ § 000
e Red pixels (w/ CCS100) == < «Blue (sensor sensitivity) macro lens v e llsssassadd] | 001
== o @Green (sensor sensitivity) == « «Red (sensor sensitivity) Feec----- 4(?___1' _____ .{___] 9 Z(is)windexmo
Bayer filter pattern (BGGR) Micro lens shifted on edges Refresh rate + Exposure time
=>» Limit effect of thin film =» Crosstalk =» Flickering phenomenon
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Experimental results — Compact PoC (3/3)

Intra-HD (from reliability) and Inter-HD (from uniqueness)

* Comparison of results with TiO, and LiNbO;: 1|
TiO, (R
Target Tio, LiNbO, B
Uniformity (%) |50 51.4 48.7 . |
Reliability (%) | 100 91.1 94.5 Teltly |
50 48.5 45.0 o Bl |

Hamming Distance (%)

77
| —— | Intra-HD (from reliability) and Inter-HD (from uniqueness)
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_ moueok EDLE

* Results confined to the experimental prototype to date

* Several avenues for progress identified:
* Custom CMOS sensor
 FPGA/ASIC-based reader
» Simulation tools (noise, response discrepancy)

* Post-processing operations
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Supplementary Information 3D-@XIDES

Acquisitions Acquisitions Calculate
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