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Dimension 1: Elliptic curves
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« 3"-isogeny: chain of 3-isogenies,
kernel K == Csn.
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What are (3", 3")-isogenies?

Dimension 2: Principally polarized abelian surfaces (p.p.a.s.)

(3,3)-isogeny

kernel C; x C3
(3",3")-isogeny

+ (3",3")-isogeny: chain of (3,3)-isogenies,
kernel K 2 C3n x Czn
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1. Generic:
v/ Explicit Formulae
[Bruin-Flynn-Testa "14]
X Non-optimized (37.500 mult. for
point evaluation)

Four types of
(3, 3)-isogenies

2. Splitting and 3. Gluing:
v/ Compact parametrization
[Broker, Howe, Lauter, Stevenhagen
15]
X Explicit maps only on the level of
curves (not surfaces)

. Product:
X not explicitly discussed anywhere
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Generic Case (1.):
BFT provide a three-parameter .9 : O
(r,s,t) parametrization. R

Isogeny evaluation x +— y With x = x.x.x.x,) IS represented by
matrix multiplication:’

x3

4 . .
n R T -5 Formulae for the matrix entries
Yaf _ | - S I in terms of r, s, t are known,

Y3 but expensive!

Yu d4 ... dyp
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Tricks for simplifying the formulae:

« Find 282 (at most quartic) relations among matrix entries
and curve coefficients.

« Formulate the problem as a Mixed Integer Linear Program.
"Technical remark: Computations are done on the Kummer surface.




Our Contributions

Example: Matrix entry a5 (coefficient of x2x,)

() * (PAE¥SAATERD + FAEYSAANE - O¥PASFSAATLAD 4 3FPALFSAATEA3 -
r 4¥EAG + PAESAA 4 29T t - ot 4%+ 39FFRATSAATERY -
29%PA3¥SAAEAS + 1BFFA2FSAATENG - BYFFSMATLAS 4 SAATENE - PAETSA3 - L}(f )
r t 4 3PPAATSAATE + 34 - 29%rA3*SAaTE2 - M—g.
e Vg A . 6 6
PAFSAATE - S7YPAZISAIFEAD 4 18FFA2TSMTEAY + SIFPA27SA3TLN3 -
3TMFSAATEAS - 21FPYSABFENA 4 SATEMA 4 AFSA3TEAS - 3¥rAaTse3
3TrA4YSAQIE - 28FPA3TSAITE 4 3IFPA2TSAIILAY - 67rTSAATELN .
189PTSRIUENS 4 2%NITENG + IUTAATSA2 4+ PRITSND - 28TPRIEA2E 4 N fi L th
Bt L Bt e 3 S - e ew Tormula with curve
+ 5FSA3FEAZ 4 6FSA2HLAL - 3TPAATS + 29PA3YSTE 4+ 219rA2¥SA2%E -

SnEmEameETISEi L. = coefficients fo, ..., e,

4¥SFEA2 - PRt 4 2%s*t 4 A2 + t)
go, sy gﬁ.

Original formula with r, s, t.



Our Contributions

Example: Matrix entry a5 (coefficient of x2x,)

(A) (s 4t2+r6 Sha*E - 9¥rAsH Atz*i PrATSAATERS -

4(feA — gs)-
New formula with curve
= coefficients fo, .. ., fe,
Original formula with r, s, t. 9o, ---,3e.

In total: Our new formulae reduce the number of
multiplications by 94 %.
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Our Contributions

All other cases
(2’-4-):
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v/ We derive compact and explicit formulae on the level

of Kummer surfaces, Jacobians or elliptic curves (as
needed).

Code https://github.com/KULeuven-COSIC/3_3_isogenies

 Implementation of our formulae and the resulting
algorithm to compute (3",3")-isogenies in magma.

+ Symbolic verification of our results.
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« SIDH attack: We can now also retrieve Alice’s secret key!
Only 11 seconds for SIKEp751 parameters.

New Protocols

+ 2-dimensional CGL hash function.

+ Constructive use of the SIDH attack, such as:
FESTA, SQISign-HD, ...



Thank you!



