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Block of size n of 64 or 128 bits in general.

Key size k of 128 or 256 bits in general.

Example of a round function :

m cR R R. . .
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Differential cryptanalysis

Introduced to the public by Biham and Shamir in 1990 in [BS90]
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Meet-In-The-Middle (MITM) attack

Introduced by Diffie and Hellman in 1977 in [DH77]
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Differential Meet-In-The-Middle [BDD+23]
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We generate 2p pairs (P,C ).

P → 2|kin|P̃ and C → 2|kout |C̃ .

We keep kin and kout such that P̃ = E−1(C̃ ).
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Improvement of the differential MITM attack

Improvement of the differential MITM attack

Extension to truncated differential MITM attack.

Improved structures.

State-test technique.

Probability in the key recovery part.
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Truncated differential MITM

Instead of fixed differences δin and δout , we consider sets of differences
∆in and ∆out .
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Key guessing improvement : Probability and State-test
technique

1 State test technique :

Technique inherited from impossible differential cryptanalysis in
[BLNS18]
Test a part of the internal state defining a partition of the involved
key bits.

2 Probabilistic key recovery
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The probability for a random pair to follow the differential path is now
2−p−pin−pout .
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Application of the improvements
Application of the improvements

23 rounds of SKINNY-64-192;
25 rounds of SKINNY-128-384;
23 rounds out of 31 rounds of CRAFT.

Cipher Rounds Time Data Memory Attack Ref.

CRAFT 21 2106.53 260.99 2100 ID [HSE23]
23 2125 260 268 Tr-Diff-MITM
23 2188 252 24 MITM [DHS+21]

SKINNY-64-192 23 2184 260 28 MITM [DHS+21]
23 2188 256 2104 Tr-Diff-MITM
24 2361.9 2117 2183 Diff-MITM [BDD+23]
25 2372.5 2122.3 2188.3 Diff-MITM [BDD+23]

SKINNY-128-384 25 2378.9 2117 2165 Diff-MITM
25 2366 2122.3 2188.3 Diff-MITM

MITM: Meet In the Middle ID: Impossible Differential
Diff-MITM: Differential MITM Tr-Diff-MITM: Truncated Differential MITM

Table: Summary of the best known cryptanalysis on CRAFT, SKINNY-64-192
and SKINNY-128-384 in the single tweak setting.
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Description of CRAFT

CRAFT [BLMR19], published in TOSC in 2019, is a lightweight
tweakable block cipher operating on a 64-bit block, a 128-bit key
(K0||K1), and a 64-bit tweak T .
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Attack against 22+1 rounds of CRAFT

We use a truncated differential characteristic over
11 rounds.
Parameters :

p = 44,
pin = 16, pout = 12,
|∆in| = |∆out | = 16,
|kin| = 48, |kout | = 44
and |kin ∩ kout | = 24.

X0 MC
⊕

Y0
K0

Z0 P
W0 SB

MC
⊕
K1 P SB

MC
⊕
K2

2−4

P SB

MC
⊕
K3

2−4

P SB

MC
⊕
K4

2−4

P SB

MC
⊕
K5

2−4

P SB

∆in

11 rounds distinguisher

∆out MC
⊕
K17

2−4

P SB

MC
⊕
K18

2−4

P SB

MC
⊕
K19

2−4

P SB

MC
⊕
K20 P SB

MC
⊕
K21 P
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Extension of one round

Y22

K22

C

⊕

F

F

F

F F

We fix the 5 words F , thus the structure will be of size 244. The purple
subkey words are already known for both the lower and upper part and

the red subkey words are known for the upper part.
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Complexities

Time complexity to recover information on the key

T = 212 × 224(244 × 224 × 216−16 + 244 × 220 × 216−12 + 268+68−20−44)

= 2108.

The time complexity to recover the whole key is finally T = 2125.

Memory and data complexities

M = 268 and D = 260.
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Conclusion

Conclusion

Several new attacks leading to best known applications.

Differential MITM attacks have a different nature than differential
attacks.
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