Journées Mathrice
mathrice Montpellier mars 2018

a DevOps use case

—
Jupter

Infrastructure As Code using Continuous Integration

David DELAVENNAT
PHYMATH ( CMLS, CPHT, CMAP ) - GDS CNRS Mathrice



Agenda

JupyterDays@X
JupyterCloud

A DevOps use case
Infrastructure As Code
Continuous Integration

What’s next?



JupyterDays@X



JupyterDays@X

Venez découvrir tout l'univers de Jupyter !

6 mars 2018 (gh15 - 12h45)
Ecole polytechnique (plan d'acces)

—_— amphi Poincaré

POLYTECHNIQUE

RIVERSITE PAR)

Jupyter et son écosystéme offrent un ensemble d'outils permettant d'avoir un environnement de développement et de travail
convivial aussi bien pour la recherche que pour I'enseignement. Destiné a la base pour développer du code Python, Julia ou R, c'est
aujourd’hui bien plus que ca. Les notebooks (page web ou l'on peut écrire du code numérique, du texte, des équations
mathématiques, insérer des vidéos, des graphiques interactifs, ...) sont de plus en plus utilisés et ont été introduits de maniére
systématique cette année dans le cadre du Département de Mathématiques Appliquées ot ils ont trouvé un véritable écho aupreés

des éléves. Leurs usages sont variés: feuilles d'exercices pour les étudiants, cahiers de recherche, tutoriels, ...



JupyterCloud
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JupyterCloud -

#
s

+ Une fédération de sites de calcul 4 &
»
N4 ';

= Autonomes : calcul + stockage

» Authentifiés via OpenID Connect sur la Fédération d’identité RENATER
voir sur EGI

,

» Enregistrés sur le domaine jupytercloud.math.cnrs.fr -

3 reims.jupytercloud.math.cnrs.fr
» grenoble.jupytercloud.math.cnrs.fr

» paris-saclay.jupytercloud.math.cnrs.fr

» strasbourg.jupytercloud.math.cnrs.fr

» montpellierjupytercloud.math.cnrs.fr


http://reims.jupytercloud.math.cnrs.fr
http://grenoble.jupytercloud.math.cnrs.fr
http://paris-saclay.jupytercloud.math.cnrs.fr
http://strasbourg.jupytercloud.math.cnrs.fr
http://montpellier.jupytercloud.math.cnrs.fr

JupyterCloud

¥ -
.- terhub
Jupyterhub, Binderhub HELM . Jup.y erhu
OpenlD, Kubernetes, GlusterFS .
OpenlD @.
OpenStack (LBaaS) iy
Terraform, Consul, Serverspec E open stack.

Gitlab, Artifactory COMPATIBLE



JupyterCloud

e https://zero-to-jupyterhub.readthedocs.io/en/latest/

e https://media.readthedocs.org/pdf/zero-to-jupyterhub/
latest/zero-to-jupyterhub.pdf

e https://qgithub.com/jupyterhub/zero-to-jupyterhub-k8s



https://zero-to-jupyterhub.readthedocs.io/en/latest/
https://media.readthedocs.org/pdf/zero-to-jupyterhub/latest/zero-to-jupyterhub.pdf
https://media.readthedocs.org/pdf/zero-to-jupyterhub/latest/zero-to-jupyterhub.pdf
https://github.com/jupyterhub/zero-to-jupyterhub-k8s

JupyterCloud

[ ]

Webday, git ...

Jupyterhub

Bastion PDNS Heketi §brick-001 1 brick-004 R i
master worker-001 worker-\N

Openstack




JupyterCloud

e Kubernetes

e container orchestrator

.
HELM

~NA

e CNI network drivers (weave, kube-router, flannel, calico...)

e Cloud Provider (LBaaS)

e OpenStack

e Persistent Volumes (Persistent Volume Claims)

o GlusterFS

11



) openstack

Project A
Compute

Qoverview

Instances
Volumes
Images

Access 8 Security
Network =

Identity v

JupyterCloud

(@ stratuslab + Mathrice «

Overview

Limit Summary

Instances
Used 21 of 4C

'

Security Groups
Used 11 of 8C

Volume Storage
Used 3,340 of 3,500

VCPUs
Used 61 of 80

Volumes

Used 35 cf 80

12

RAM
Used 124,928 of 163,840

& david delavennat +

Floating IPs
Used 24 of 50



JupyterCloud

gluster's services jupytercloud

kubernetes.services.jupytercloud

brick-002.glusterfs.jupytercioud

worker-001_kubernetes_upytercloud

worker-002.kubernetes. upytercloud

worker-003.kubernetes. upytercioud

worker-004_kubernetes upytercloud

brick-003.glusterfs.jupytercloud

brick-004.glusterfs.jupytercioud

brick-00°.glusterfs.jupytercloud

ns-002.services.jupytercloud

ns-001.services.jupytercloud

bastion.services jupyterclioud

CentOS-7-x86_54-GenericCloud-1708

CentOS-7-x86_54-GenericCloud-1706

CentOS-7-x86_54-GenericCloud-1708

CentOS-7-x86_54-GenericCloud-1708

CentOS-7-x86_54-GenericCloud-1706

CentOS-7-x86_54-GenericCloud-1708

CentOS-7-x86_54-GenericCloud-1708

CentOE-7-x86_54-GenericCloud- 1708

CentOS-7-x86_54-GenericCloud-1708

CentOS-7-x86_54-GenericCloud-1708

CentOS 7 x86_54 GenericCloud 1708

CentOS-7-x86_54-GenericCloud-1708

CentOS-7-x86_54-GenericCloud-1708
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“Ld \
JupyterCloud é

e GlusterFS
e volume-manager (https://github.com/heketi/heketi)

e N nodes
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JupyterCloud

e OpenlD Connect

e https://qgithub.com/coreos/dex

e https://qgithub.com/doorkeeper-gem/doorkeeper-
openid_connect

e http://www.thegreatcodeadventure.com/building-a-
custom-oauth-strategy-for-doorkeeper/

15


https://github.com/coreos/dex
https://github.com/doorkeeper-gem/doorkeeper-openid_connect
https://github.com/doorkeeper-gem/doorkeeper-openid_connect
http://www.thegreatcodeadventure.com/building-a-custom-oauth-strategy-for-doorkeeper/
http://www.thegreatcodeadventure.com/building-a-custom-oauth-strategy-for-doorkeeper/

JupyterCloud

— Jupyter Untitled Last Checkpoirt: 03/08/2018 (autosaved) @ | Logout | Control Pansl
File =dit view Inserl Cel Kernel Help Tused ¢ |Pythan3d O
B+ 3 O B 44 v MNRun B C cCoe ~| e

In [1]: dir()

Out[1l]: ['In’',
Oout’,

__builtin_ °,

__builtins__ ',
doc__ ',

___loader_ ',
name °,
package ',
spec ',

~dh',

ity

_il1',

_ih',

_di',

_iii’',

_oh',

exit',

get ipythen',

quit']
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JupyterCloud
@ binder

r "\
etz)

Turn a GitHub repo into a collection of
interactive notebooks

Have a repaository full of Jupyter notebooks? With Binder, open those notebcoks in an
executable environment, making your code immediately reproducible by anyone, anywhere.

Build and launch a repasitory

GilKub repo or URL

GitHub reposicory rames or link

GIt branch, tag, or cammit Path to a notebook file (optional)

masler Pall” o @ nolzoouk lilg [oplional; File = m
Copy the URL below and share your Binder with others:

Fill in the fields to see a URL for sharing your Birder. E|

Capy the text below, then paste into your README to show a binder badge: i»inch tancer

17



A DevOps use case



A DevOps use case

Dev (JupyterCloud) and Ops (OpenStack operators)
frequent interactions

Deployment repeatability
Portabllity

Tests

19



A DevOps use case

e Class
e VM -> gcow, vmdk, ramdisk files...
e Container -> docker images...
e Instance
e VM -> arunning VM from a copy of the class file

e Container -> a running container from a copy of the class file

20



Infrastructure As Code



rrlJ HashiCorp Products v Open Source v Resources v

\'4 Vagrant R Packer

Create and configure portable develoapment Create platform specific machine images
environments from a single source

\" Terraform \ 4 Vault

Create, combine and manage infrastructure Centrally store, secure and control access to
across multiple providers distributed secrets

3 Consul ® nNomad

Distributed highly available tool for service Cluster manager and scheduler to deplay
discovery, configuration and orchestration applications across any infrastructure

Enter your Email Request a Demo




Infrastructure As Code

e HashiCorp

e https://www.packer.io/

e https:.//www.terraform.io/

e https://www.consul.io/

23


https://www.packer.io/
https://www.terraform.io/
https://www.consul.io/

Infrastructure As Code

Packer

" _variables": "https://www.packer.lo/docs/templates/user-variables.html”,
" variables: apenstack_keystone™: "set it in tools/hashicorp/packer/builders/openstack/variables. json",
set it in tools/hashicorp/packer/builders/openstack/variables. json",

variables: openstack_cacert":
_variables: openstack_domain": set it in tools/hashicorp/packer/builders/openstack/variables.json",
_variables: openstack_tenant": set it in tools/hashicorp/packer/builders/openstack/variables. json",
" variables: openstack_username": “set it in tools/hashicorp/packer/builders/openstack/credentials.json",
" variables: apenstack_password™: "set it in tools/hashicorp/packer/builders/openstack/credentials. jsan",
" variables: openstack_flavor": "set it in tools/hashicorp/packer/builders/openstack/variables. json",
" variables: aopenstack_network™: "set it in tools/hashicorp/packer/builders/openstack/variables. json",
" variables: openstack_source_image": “set it in tools/hashicorp/packer/builders/openstack/variables. json",
" variables: openstack_image_name': set it in tools/hashicorp/packer/builders/openstack/variables. json",

" builder_openstack": "https://www.packer.ilo/docs/builders/openstack.html”,
"builders": |
{
"type": "openstack",
"identity endpoint": "{{user ‘openstack_keystone"}}",
“"cacert": "{{user ‘openstack_cacert'}}",
“"domain_name": "{{user ‘openstack_domain’}}",
“tenant_name": “{{user ‘openstack_tenant’}}",
"username™: "{{user ‘openstack_username}}",
"password" : "{{user ‘openstack_passward'}}",
"flavor": "{{user ‘openstack_flavor' }}",
"networks": [ "{{user ‘opensteck_network®}}" 1,
“"source_image_name": "{{user ‘openstack_source_image"}}"',
"image_name" ; “{{user ‘openstack_image_name'}}",
“ssh_username": “centos"
}
1,

" provisioner_shell_local": "https://www.packer.io/docs/provisioners/shell-local.html”,
" provisioner_shell": "https://www.packer.io/docs/provisioners/shell.html",

" _provisioner_file": "https://www.packer.io/docs/provisioners/file.html",
“nrovisioners": |




Infrastructure As Code

Terraform

init.tf
servergroup_glusterfs.tf

servergroup_kubernetes.tf esource "openstack_networking_port_v services—dns
network_id = "S{openstack_networking_network_v2.jupytercloud.id:"
count = "S{var.services_dns_count
name = "S{var.services_dns_prefix;~5{format("%03d",count.index+1) }.5{var.services_domain_name "
fixed_ip {
ervices_dns.tf subnet_id openstack_networking_subnet_v2.jupytercloud.id "

ip_address var.services_dns_subnet .S {count.index+1}"
}
admin_state_up “"true"
security_group_ids = |
infra_hosts_4_kubernetes_workers.tf openstack_networking_secgroup_v2.base.id}",

openstack_networking_secgroup_v2.dns.id}"

servergroup_services_dns.tf

services_bastion.tf

infra services_glusterfs.tf

infra_hosts_4_services_kubernetes.tf
infra_network_security_group_base.tf
infra_network_security_group_dns.tf

infra_network_security_group_glusterfs.tf

block_device {
infra_network_security_group_http.tf boot_index 1
source_type = "volume"
destination_type = "volume"
infra_network_security_group_kubernetes_masters.tf uuid = "${element(openstack_blockstorage_volume_v2.vdb.*.id, count.index) "

delete_on_termination = true

infra_network_security_group_https.tf

infra_network_security_group_kubernetes_workers.tf

infra_network_security_group_tiller.tf

infra_network.tf

infra_output.tf




Infrastructure As Code

Terraform

Terraform backend

$ cat infra terraform.tf
terraform {
backend "artifactory" {

username = "david.delavennat"”

password = « XXXXXXXXX'"

url = "https://artifactory.math.cnrs.fr/artifactory”
repo = "jupytercloud”

subpath = "infrastructure”

20



PRODUCTS RESCURCES & SUPPORT PRICING COMPANY COMMUNITY
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ARTIFACTORY XRAY BINTRAY MISSION CONTROL

INSTALL JFROG CLI

curl -fL https./getclijfrogio | sh

OR DOWNLOAD A SPECIFIC VERSION
FROM JFROG BINTRAY:

c +— ®)

Mac Windows Linux
€4 & 32 BIT » 64 BIT » 312 BIT/ 64 BIT »

or brew install jfrog-cligo
READ THE DOCUMENTATIQN >




Infrastructure As Code
Artifactory

$ curl -fL https://getcli.jfrog.io | bash

$ ./jfrog rt config --url=https://artifactory.math.cnrs.fr/artifactory \
--user=david.delavennat \
—-passSWOrd=xXXXXXXXXX

Artifactory server ID: plm

[Info] Encrypting password..

$ ./jfrog rt config show

Server ID: plm

Url: https://artifactory.math.cnrs.fr/artifactory
User: david.delavennat

Password: **%*

Default: true

$ ./jfrog rt upload --server-id=plm kubernetes-node.qcow2 jupytercloud/infrastructure/kubernetes-node.qcow2
[Info]l [Thread 2] Uploading artifact: kubernetes-node.gcow?2

{
""'status'": "success",
"totals": {
""'success": 1,
"failure": 0
¥
¥

28



Infrastructure As Code
Artifactory

Q Vlelcome, admin - Help

Build Browser

All Builds »  JupyterCloud yo3
Build #31
2 Genera Build Info Fublished Modules Environment Issues Licenses Diff Release History »

< Back To All Modules
Module Details: jupytercloud.images

r ompare With Previcus B |

Artifacts (1 matches found)

Page 1 of1

Artifact Name a Type Repo Path

kubernetes-ncde_20180222-1326" 8.qcow2 qcowZ jupyterclouc/images/kubernetes-node_20180322-132618,.ccow2

Dependencies (0 matches found)

29



Continuous Integration



Continuous Integration

e Jenkins / Hudson
* Artifactory plugin

e OpenShift Jenkins pipeline plugin

* https://docs.openshift.org/latest/architecture/core concepts/
builds and image streams.html#pipeline-build

e https://docs.openshift.org/latest/using _images/
other_images/jenkins.html#openshift-origin-pipeline-plug-in

e Gitlab-CI

31


https://docs.openshift.org/latest/architecture/core_concepts/builds_and_image_streams.html#pipeline-build
https://docs.openshift.org/latest/architecture/core_concepts/builds_and_image_streams.html#pipeline-build
https://docs.openshift.org/latest/using_images/other_images/jenkins.html#openshift-origin-pipeline-plug-in
https://docs.openshift.org/latest/using_images/other_images/jenkins.html#openshift-origin-pipeline-plug-in

pipdim ;;._\;:_-_'.-.'..

« Continuous Integration

¢ clone the repository into your own namespace
e fill the following Settings > Cl / CD > Secret variables with their respective values
o define the ssh keys used by the terraform provisioning

$ ssh-keygen -N '' -f terraform
s SSH_TERRAFORM_PRIVATE
$ cat terraform | base64
= SSH_TERRAFORM_PUBLIC

$ cat terraform.pub | base64

o define the ssh keys used by Heketi, the glusterfs volume manager, to connect to the bricks
$ ssh-keygen -N '' -f heketi
s SSH_HEKETI_PRIVATE
$ cat heketi | baseb64
s SSH_HEKETI_PUBLIC
$ cat heketi.pub base64

o define the ssh public key used for manual admin connection
s SSH_ADMIN_PUBLIC

$ cat admin.pub | baseb4

o OPENSTACK_TENANT_NAME
for example jupytercloud-ci
o OPENSTACK_USER_NAME
for example jupytercloud-ci-user
OPENSTACK_PASSWORD

8]

32



Continuous Integration

before_script:
PATH=$CI_PROJECT_DIR/bin:${RUBY_PATH}:$PATH; export PATH
yum -y install bsdtar jq
mkdir -p $CI_PROJECT_DIR/bin
& cd $CI_PROJECT_DIR/bin

&& curl —-location $TERRAFORM_ARCHIVE | bsdtar -xvf- ENVIRONMENT VARIABLES
&& chmod u+x terraform TO FILES

mkdir -p $CI_PROJECT_DIR/config/.ssh/
cd $CI_PROJECT_DIR/config/.ssh/
echo $SSH_TERRAFORM_PRIVATE | base64 --decode > terraform
echo $SSH_TERRAFORM_PUBLIC | base64 —--decode > terraform.pub
echo $SSH_ADMIN_PUBLIC | basebt4 --decode > admin.pub
-alFh $CI_PROJECT_DIR/config/.ssh/ terraform:
stage: build

tags:
- lal
when: manual
script:
echo CI_PROJECT_NAMESPACE=$CI_PROJECT_MNAMESPACE
chmod —R go—rwx /builds/$CI_PROJECT_NAMESPACE
pwd
ls -alFh
TERRAFORMATION cd $CI_PROJECT_DIR
terraform init
terraform state pull -var "openstack-tenant_name=$OPENSTACK_TENANT_NAME"
-var "openstack-user_name=$0PENSTACK_USER_NAME"
-var "openstack-password=$O0PENSTACK_PASSWORD"

terraform destroy --force

terratorm apply —-auto-approve -var "openstack-tenant_name=$0PENSTACK_TENANT_NAME"
-var "openstack-user_name=$0PENSTACK_USER_NAME"
-var “openstack—password=§OPENSTACK_PASSWORD"

terraform output -json jupytercloud | jq



Continuous Integration
OpenSSH Certificates

e (Generate the OpenSSH CA

e ssh-keygen -t rsa -b 4096 -C 'JupyterCloud OpenSSH CA' -f ./
ca/OpenSSH-CA

e (Generate a key

e ssh-keygen -t rsa -b 4096 -o -C ‘user1’ -f ~/.ssh/
jupytercloud.key

e Sign a pubkey

e ssh-keygen -s ./ca/OpenSSH-CA -l user1 -V +365d -n centos -O
clear -O force-command=‘df -h’ ./ca/jupytercloud.key.pub



Continuous Integration
OpenSSH Certificates

e /etc/ssh/sshd_config

e TrustedUserCAKeys /etc/ssh/ssh_ca_user

e AuthorizedPrincipalsFile /etc/ssh/ssh_principals
e /etc/ssh/ssh_ca_user <- contains the AC pub keys

e ssh-rsa

AAAAB3NzaC1yc2EAAAADAQABAAACAQCOohNRVIYZgQZHqgfvL4Zj3AJC8u8XjtJfgYhnyTonfD7a
gPBHiuPkNjOVTGIJhj7tgMLIPMQU+dJvbHNMLw8d0gb6p5UrppicODyTdvC84AmKYUMJtaLMBz4
XLDIdP9FAHxmeDBd+rPSdIkHCPWhtt6LVB7uvdnRnysu4+m0/3D75hu6hHv7Nno2UJCAFmM2Rn4i

GulucqgBgJ1tbzoC+R3mOEGXhXmyMbgir9Tt7aH7bFVC2YYNVBOOFRsplCEQrf+FDddktMISCO4LI
ul3JUyF4UgrFR4c0vv2vxsgVMydyL 8sfKhtwtrKr26mk6zdigU2s+28eQbP11IJA7BrvB5YVaJTgiRqr9
nBqgE5U0Q9gyoo0SenOPBhENLvIdD708aaASzuEctJViqscPeWD5Wd49dnGb0OXvSKK4REtIbKSnx
KWPCPrRNd6SSs0cfU1U+aoZxxz6F== OpenSSH CA

» /etc/ssh/ssh_principals <- contains the local account that accept the connection with certificates

e centos 35



Continuous Integration
OpenSSH Certificates

e User connection

e ssh node -l centos -i .ssh/me.key



Continuous Integration

Infrastructure Unit Test

Q 8->0

Pre-Productio



Continuous Integration

Infrastructure Unit Test

e Serverspec (Ruby) based on RSpec (Ruby)

e https://www.inspec.io/ (Ruby)

e https://github.com/philpep/testinfra (Python)

e https://qgithub.com/aelsabbahy/goss (GO)

38


https://www.inspec.io/
https://github.com/philpep/testinfra
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Continuous Integration

Infrastructure Unit Test

artlfactory — -bash — 80x24

Service "fail2Z2ban" :

Finished in 2.95 seconds (files took 11.39 seconds to load)

stationd4@:artifactory david_delavennats$ |

39



What’s next?



What’s next?

I"''in the Cl and container world, storage speed is a real bottleneck !!! -> DM-cache (NVMe, SSD, HD)
External storage

e object storage with OpenlD connect
OpenStack

e use https://docs.openstack.org/kuryr/latest/

Kata Containers (container+kernel)

e https://katacontainers.io/posts/why-kata-containers-doesnt-replace-kubernetes/

Bare-Metal clusters

https://plmlab.math.cnrs.fr/phymath/hpc

https://metallb.universe.tf/

e gemu-img convert http://netboot/gemu/kubernetes-node.qcow? -O raw /dev/sda -p

kexec —load vmlinuz —initrd=initrd.img —append=root=UUID=0356e691-d6fb-4f8b-a905-4230dbe62a32
41


https://docs.openstack.org/kuryr/latest/
https://katacontainers.io/posts/why-kata-containers-doesnt-replace-kubernetes/
https://plmlab.math.cnrs.fr/phymath/hpc
https://metallb.universe.tf/
http://netboot/qemu/imagetest1.qcow2

What’s next?

e Chaos Engineering

e http://principlesofchaos.org/

42



What’s next?

Chaos Monkey randomly terminates virtual machine instances and containers
that run inside of your production environment. Exposing engineers to failures
more frequently incentivizes them to build resilient services.

e https://github.com/Netflix/SimianArmy

e https://github.com/netflix/chaosmonkey

43
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Théorique



Links

e https://videos.cdn.redhat.com/summit2015/
presentations/17856 getting-the-most-out-of-your-nvme-
ssd.pdf

e https://ifrog.com/blog/qgitlab-and-artifactory-on-your-
mark-get-set-build/

e https://github.com/itamae-kitchen/itamae
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