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JupyterDays@X



JupyterDays@X
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JupyterCloud



Un portail d’accès opéré par Mathrice 

https://jupytercloud.math.cnrs.fr/
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JupyterCloud
❖ Une fédération de sites de calcul

❖ Autonomes : calcul + stockage

❖ Authentifiés via OpenID Connect sur la Fédération d’identité RENATER 
voir sur EGI

❖ Enregistrés sur le domaine jupytercloud.math.cnrs.fr

❖ reims.jupytercloud.math.cnrs.fr

❖ grenoble.jupytercloud.math.cnrs.fr

❖ paris-saclay.jupytercloud.math.cnrs.fr

❖ strasbourg.jupytercloud.math.cnrs.fr

❖ montpellier.jupytercloud.math.cnrs.fr

❖ …
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JupyterCloud

• Jupyterhub, Binderhub


• OpenID, Kubernetes, GlusterFS


• OpenStack (LBaaS)


• Terraform, Consul, Serverspec


• Gitlab, Artifactory
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JupyterCloud

• https://zero-to-jupyterhub.readthedocs.io/en/latest/


• https://media.readthedocs.org/pdf/zero-to-jupyterhub/
latest/zero-to-jupyterhub.pdf


• https://github.com/jupyterhub/zero-to-jupyterhub-k8s
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JupyterCloud

Openstack

Kubernetes

Jupyterhub

Bastion DNS Heketi brick-001 brick-004 kubernetes
master

kubernetes
worker-001

GlusterFS

kubernetes
worker-N… …

jupyter jupyter jupyter…

Webdav, git …

…
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JupyterCloud
• Kubernetes


• container orchestrator


• CNI network drivers (weave, kube-router, flannel, calico…)


• Cloud Provider (LBaaS)


• OpenStack


• Persistent Volumes (Persistent Volume Claims)


• GlusterFS
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JupyterCloud
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JupyterCloud
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JupyterCloud

• GlusterFS


• volume-manager (https://github.com/heketi/heketi) 


• N nodes

14



JupyterCloud

• OpenID Connect


• https://github.com/coreos/dex


• https://github.com/doorkeeper-gem/doorkeeper-
openid_connect


• http://www.thegreatcodeadventure.com/building-a-
custom-oauth-strategy-for-doorkeeper/
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JupyterCloud
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JupyterCloud
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A DevOps use case



A DevOps use case

• Dev (JupyterCloud) and Ops (OpenStack operators) 
frequent interactions


• Deployment repeatability


• Portability


• Tests
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A DevOps use case

• Class


• VM -> qcow, vmdk, ramdisk files…


• Container -> docker images…


• Instance


• VM -> a running VM from a copy of the class file


• Container -> a running container from a copy of the class file
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Infrastructure As Code
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Infrastructure As Code

• HashiCorp


• https://www.packer.io/


• https://www.terraform.io/


• https://www.consul.io/

23

https://www.packer.io/
https://www.terraform.io/
https://www.consul.io/


Infrastructure As Code
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Packer 



Infrastructure As Code
Terraform 
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Infrastructure As Code

Terraform backend 
$ cat infra_terraform.tf
terraform {
  backend "artifactory" {
    username = "david.delavennat"
    password = « xxxxxxxxx"
    url      = "https://artifactory.math.cnrs.fr/artifactory"
    repo     = "jupytercloud"
    subpath  = "infrastructure"
  }
}
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Terraform 
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Infrastructure As Code
$ curl -fL https://getcli.jfrog.io | bash

$ ./jfrog rt config --url=https://artifactory.math.cnrs.fr/artifactory \
                    --user=david.delavennat \
                    --password=xxxxxxxxxx
Artifactory server ID: plm
[Info] Encrypting password…

$ ./jfrog rt config show
Server ID: plm
Url: https://artifactory.math.cnrs.fr/artifactory
User: david.delavennat
Password: ***
Default:  true

$ ./jfrog rt upload --server-id=plm kubernetes-node.qcow2 jupytercloud/infrastructure/kubernetes-node.qcow2 
[Info] [Thread 2] Uploading artifact: kubernetes-node.qcow2 
{ 
  "status": "success", 
  "totals": { 
    "success": 1, 
    "failure": 0 
  } 
}
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Infrastructure As Code
Artifactory 
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Continuous Integration
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Continuous Integration
• Jenkins / Hudson


• Artifactory plugin


• OpenShift Jenkins pipeline plugin


• https://docs.openshift.org/latest/architecture/core_concepts/
builds_and_image_streams.html#pipeline-build


• https://docs.openshift.org/latest/using_images/
other_images/jenkins.html#openshift-origin-pipeline-plug-in


• Gitlab-CI
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Continuous Integration
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Continuous Integration
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Continuous Integration
• Generate the OpenSSH CA


• ssh-keygen -t rsa -b 4096 -C 'JupyterCloud OpenSSH CA' -f ./
ca/OpenSSH-CA


• Generate a key


• ssh-keygen -t rsa -b 4096 -o -C ‘user1’ -f ~/.ssh/
jupytercloud.key


• Sign a pubkey


• ssh-keygen -s ./ca/OpenSSH-CA -I user1 -V +365d -n centos -O 
clear -O force-command=‘df -h’ ./ca/jupytercloud.key.pub

OpenSSH Certificates 



Continuous Integration
• /etc/ssh/sshd_config


• TrustedUserCAKeys        /etc/ssh/ssh_ca_user


• AuthorizedPrincipalsFile /etc/ssh/ssh_principals


• /etc/ssh/ssh_ca_user     <- contains the AC pub keys


• ssh-rsa 
AAAAB3NzaC1yc2EAAAADAQABAAACAQC0ohNRv9YZgQZHqfvL4Zj3AJC8u8XjtJfgYhnyTonfD7a
gPBHiuPkNj0VTGlJhj7tqMLlPmQU+dJvbHnMLw8d0gb6p5Urppic0DyTdvC84AmKYUMJtaLMBz4
XLDldP9FAHxmeDBd+rPSdlkHCPWhtt6LVB7uvJnRnysu4+m0/3D75hu6hHv7Nno2UJCAFm2Rn4i
GuIucqBgJ1tbzoC+R3mOE6XhXmyMbgir9Tt7aH7bFVC2YYNVB0OFRspICEQrf+FDddktMlSC04LI
ul3JUyF4UgrFR4c0vv2vxsgVMydyL8sfKhtwtrKr26mk6zdIqU2s+28eQbP11lJA7BrvB5YVaJTgiRqr9
nBqgE5U0Q9gyooSenOPBhENLvidD7O8aaASzuEcfJViqscPeWD5Wd49dnGb0Xv5KK4REtIbKSnx
KWPCPrRNd6SSs0cfU1U+aoZxxz6F== OpenSSH CA


• /etc/ssh/ssh_principals   <- contains the local account that accept the connection with certificates


• centos

OpenSSH Certificates 
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Continuous Integration

• User connection


• ssh node -l centos -i .ssh/me.key

OpenSSH Certificates 
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Continuous Integration

ProductionPre-Production Test
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Infrastructure Unit Test



Continuous Integration

• Serverspec (Ruby) based on RSpec (Ruby)


• https://www.inspec.io/ (Ruby)


• https://github.com/philpep/testinfra (Python)


• https://github.com/aelsabbahy/goss (GO)
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Infrastructure Unit Test 

https://www.inspec.io/
https://github.com/philpep/testinfra
https://github.com/aelsabbahy/goss
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Continuous Integration
Infrastructure Unit Test



What’s next?



What’s next?
• !!! in the CI and container world, storage speed is a real bottleneck !!! -> DM-cache (NVMe, SSD, HD)


• External storage


• object storage with OpenID connect


• OpenStack


• use https://docs.openstack.org/kuryr/latest/


• Kata Containers (container+kernel)


• https://katacontainers.io/posts/why-kata-containers-doesnt-replace-kubernetes/


• Bare-Metal clusters


• https://plmlab.math.cnrs.fr/phymath/hpc


• https://metallb.universe.tf/


• qemu-img  convert http://netboot/qemu/kubernetes-node.qcow2 -O raw /dev/sda -p


• kexec —load vmlinuz —initrd=initrd.img —append=root=UUID=0356e691-d6fb-4f8b-a905-4230dbe62a32
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What’s next?

• Chaos Engineering


• http://principlesofchaos.org/
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What’s next?

Chaos Monkey randomly terminates virtual machine instances and containers 
that run inside of your production environment. Exposing engineers to failures 
more frequently incentivizes them to build resilient services.

• https://github.com/Netflix/SimianArmy


• https://github.com/netflix/chaosmonkey
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Links

• https://videos.cdn.redhat.com/summit2015/
presentations/17856_getting-the-most-out-of-your-nvme-
ssd.pdf


• https://jfrog.com/blog/gitlab-and-artifactory-on-your-
mark-get-set-build/


• https://github.com/itamae-kitchen/itamae
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