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Elliptic curves, isogenies and schemes

● Elliptic curve: smooth projective curve given by an affine model such as above.
● Isogeny: non-constant rational map inducing a group homomorphism.

● Here elliptic curves are supersingular, defined over Fp2 , for p a fixed prime,
and most isogenies are separable, i.e. degφ “ #kerφ.

● Hash function (CGL), Key exchange (CSIDH), Digital signature (SQISign) and more.

P

Q

P ` Q

E : y2
“ x3

` Ax ` B

φ
φpPq

φpP ` Qq

φpQq

“

φpPq ` φpQq

E 1 : y2
“ x3

` A1x ` B 1
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Hard problems Zoo

Isogeny Problem

? Isogeny

Polynomial reductions between isogeny-based problems
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Hard problems Zoo
Let ℓ ‰ p a prime.

ℓ-IsogenyPath Problem

E

E’

φ 1

φ2 φ
3

φ4

φ
5

φ5 ˝ φ4 ˝ φ3 ˝ φ2 ˝ φ1 : E Ñ E 1

Isogeny

ℓ-IsogenyPath

Polynomial reductions between isogeny-based problems
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Hard problems Zoo

Endomorphism Ring problem

n ÞÑ rns s.t. rnsP “ P ` ¨ ¨ ¨ ` P
looooomooooon

n times

α1, α2,
α3 and α4

Endp q “ α1Z ` α2Z ` α3Z ` α4Z

Isogeny

ℓ-IsogenyPath EndRing

Polynomial reductions between isogeny-based problems
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Deuring Correspondence
Let E1{Fp2 and E2{Fp2 be supersingular elliptic curves, then there exists a prime qp such that

EndpEi q Oi maximal order in p
´p,´qp

Q q˚

φ : E1 Ñ E2 Iφ integral left O1-ideal and right O2-ideal
φ : E1 Ñ E2 and ψ : E1 Ñ E2 Iφ „ Iψ, i.e. I “ Jβ for β P p

´p,´qp
Q q

degφ norm of I
φ ˝ ψ Iφ˝ψ “ Iψ ¨ Iφ

Deuring correspondence
ℓ-IsogenyPath solutions ÐÑ ℓ-QuaternionPath solutions

φn ˝ ... ˝ φ1

Easy

˚

ø

I1 ¨ ... ¨ In

Solving ℓ-IsogenyPath : Hard
Solving ℓ-QuaternionPath : Easy

˚ IdealToIsogeny is easy if:
1 The ideal is smooth enough
2 We know a special curve E0, i.e. such

that ε : O0
„

ÝÑ EndpE0q is explicit.

* : p
´p,´qp

Q
q “ Q`iQ`jQ`ijQ such that i2 “ ´p, j2 “ ´qp and ij “ ´ji is a quaternion algebra.
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Hard problems Zoo

Maximal Order problem

Endp q » α1Z ` α2Z ` α3Z ` α4Z
where αi are quaternions in p

´p,´qp
Q q

Isogeny

ℓ-IsogenyPath EndRing

MaxOrder
GRHGRH

Polynomial reductions between isogeny-based problems
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Hard problems Zoo

Maximal Order problem

Endp q » α1Z ` α2Z ` α3Z ` α4Z
where αi are quaternions in p

´p,´qp
Q q

Isogeny

ℓ-IsogenyPath EndRing MaxOrder
GRHGRH

Polynomial reductions between isogeny-based problems
(Non trivial reductions under GRH [Wes21] and
before under heuristics [EHM17; PL17; Eis+18])
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Hard problems Zoo

One Endomorphism problem

?

Isogeny

ℓ-IsogenyPath EndRing MaxOrder
GRH

OneEnd

GRH

GRH

[PW23][PW23] + ?

GRH? GRH?

Polynomial reductions between isogeny-based problems

: higher dimensional results published after
SIDH’s attacks [CSV22; Mai+23; Rob22a]
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Hard problems Zoo

Homomorphism Module Problem

φ1, φ2, φ2 and φ4

Isogeny
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Hard problems in isogeny-based cryptography Reductions without the generalised Riemann hypothesis Worst-case to average-case reductions

The Generalised Riemann hypothesis

The Riemann hypothesis (RH):

Let ζ be the complex Riemann zeta function (defined from ζpsq “
ř8

n“1
1
ns ,@ℜpsq ą 1).

For every s P C∖ 2Ză0, if ζpsq “ 0, then ℜpsq “ 1{2.

What for? Counting primes!

RH ðñ πpxq :“ |tp prime ď xu| “

ż x

0

dt

ln t
` Op

?
x lnpxqq.

Why do we need generalised Riemann hypothesis? To deal with more sets of primes!

GRH ùñ πpx , a, dq :“ |tp prime s.t p ď x and p ” a mod du| “
1

φpdq

ż x

2

dt

lnt
`Op

?
x ln xq
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Hard problems in isogeny-based cryptography Reductions without the generalised Riemann hypothesis Worst-case to average-case reductions

GRH for our reductions

1 Finding qp such that EndpE q » O Ă p
´p,´qp

Q q when p ” 1 mod 8:

[Eis+18] with GRH, qp “ Oplogppq
2
q,

[Lag77] without GRH, qp “ polyppq.

2 Solving ℓ-QuaternionPath:
[Koh+14] Efficient algorithm under heuristics (KLPT),

[Wes22] Proven version under GRH.

3 Counting primes represented by quadratic forms.
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Hard problems in isogeny-based cryptography Reductions without the generalised Riemann hypothesis Worst-case to average-case reductions

No GRH for our reductions

1 Finding qp such that EndpE q » O Ă p
´p,´qp

Q q when p ” 1 mod 8:

Solution: Find a, b P Zą0 such that EndpEq » O Ď p
´a,´b

Q q » p
´p,´qp

Q q

!△ Make sure to work in the same quaternion algebra [Csa+22]

2 Solving ℓ-QuaternionPath:

Solution: Use unconditional polynomial time IdealToIsogeny algorithm [PR23, CLAPOTI]

3 Counting primes represented by quadratic forms.
Solution: Not needed anymore
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Hard problems in isogeny-based cryptography Reductions without the generalised Riemann hypothesis Worst-case to average-case reductions

OneEnd reduces to MaxOrder
Goal: Compute an endomorphism θ P EndpE qzZ, given a MaxOrder oracle.

1 Get a maximal order O such that there is an (unknown) isomorphism ε : O Ñ EndpE q.
2 Compute α a non-trivial element in O and denote θ :“ εpαq P EndpE qzZ.
3 Compute θpE rℓi sq for ℓi such that

ś

i ℓi ą degpθq.

4 Interpolate θ :“ εpαq.

IsogenyInterpolation algorithm [Rob24]

Let φ : E Ñ E 1 be an isogeny. Given φpE rℓi s
˚q, for enough small primes ℓi , one can compute

φ in polynomial time.

Proposition [HLM. Wesolowski 2025]

Given an oracle access to MaxOrder, one can compute in polynomial time either the
isomorphism ε restricted to O{ℓO Ñ EndpE rℓsq or an endomorphism γ P EndpE qzZ.

˚: E rℓs :“ tP P E such that rℓsP “ 0Eu.

16 / 20
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Hard problems in isogeny-based cryptography Reductions without the generalised Riemann hypothesis Worst-case to average-case reductions

Summary of unconditional reductions

ℓ-IsogenyPath

Isogeny

EndRing

OneEnd

[PW23]

[PW23]

MaxOrderHomModule

Polynomial reductions without GRH.

Theorem ([HLM. Wesolowski 2025; PW23])

The problems Isogeny,EndRing,MaxOrder,OneEndIsogeny,EndRing,MaxOrder,OneEndIsogeny,EndRing,MaxOrder,OneEnd and HomModuleHomModuleHomModule are equivalent under
classical probabilistic polynomial time reductions.
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Conclusion

Theorem ([HLM. Wesolowski 2025])

For any pair of problems pP,Qq chosen from the problems

Isogeny,EndRing,OneEnd,HomModuleIsogeny,EndRing,OneEnd,HomModuleIsogeny,EndRing,OneEnd,HomModule and MaxOrderMaxOrderMaxOrder

we have an unconditional probabilistic polynomial time reduction

P worst-case ÝÑ Q average-case,

except if Q “ MaxOrderMaxOrderMaxOrder and p ” 1 mod 8.

(Recall: They are all unconditionally equivalent in the worst-case.)

Open questions:
How to unconditionally reduce worst-case problems to MaxOrder average-case?
Can we reduce ℓ-IsogenyPath to another problem without GRH?

Thanks for your attention!
https://ia.cr/2025/271
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`

Lemma

Let φ : E Ñ E 1 be a separable isogeny. Then,

spanZpEndpE 1qφEndpE qq “ mHompE ,E 1q,

where m P Z is the largest integer dividing φ.

The reduction

1 Compute EndpE q and EndpE 1q

2 Compute φ : E Ñ E 1

3 Compute a basis pγ1, . . . , γ4q of spanZpEndpE 1qφEndpE qq “ mHompE ,E 1q

4 Return this basis divided by m [Rob22b; HLMW23]
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