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Linear cryptanalysis over [

Let f: Fy = Fy,ac FY, beF5, ceFo:

We can study the number of solutions to a linear equation on 7:
L'(a,b,c)=#{xe€Fy|a-f(x)®b-x=c}.

When this quantity is far apart from 2"~1, the function  is highly biased.
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Alternatively, one can study the Walsh coefficients of 7:

b= Yo (1)

x€F3
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Let f: Fy = Fy,ac FY, beF5, ceFo:

We can study the number of solutions to a linear equation on 7:
L'(a,b,c)=#{xe€Fy|a-f(x)®b-x=c}.

When this quantity is far apart from 2"~1, the function  is highly biased.

Alternatively, one can study the Walsh coefficients of 7:

b= Yo (1)

x€F3

These quantities are closely related through:
C'(a,b)=2-(L"(a,b,0) —2"71) .
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Linear cryptanalysis over I,
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Generalizations over [F),

Let ¢, a primitive p-th root of unity, over F,,, we have the following generalizations [BSV07]:

Lf(a,b,c):#{xewg |a-f(x)=b-x+c}and C'(a,b) anf(x) bx
x€Fp
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Let ¢, a primitive p-th root of unity, over F,,, we have the following generalizations [BSV07]:

Lf(a,b,c):#{xewg |a-f(x)=b-x+c}and C'(a,b) anf(x) bx
x€Fp

Cf(é.l./ b)

(c) Hich correlation, low probabilities. (d) High probability, low correlation.
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Case of ZK-friendly primitives
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Allowed operations

Proof systems can prove the following relations:
o linear relations (essentially for free),
o low degree maps (eg. x%),

e arbitrary lookups (0: X — Y where X, Y small subsets of Fp,).
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Allowed operations

Proof systems can prove the following relations:
o linear relations (essentially for free),
o low degree maps (eg. x%),
e arbitrary lookups (0: X — Y where X, Y small subsets of Fp,).

ZK-friendly primitive: (p ~ 2% prime number)

f:Fg—>Fg’,

such that
f(X):y@HZ,Pl(X,y,Z):"‘: Pk(X7y7z):O'

where the P; can be proven efficiently.
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The split-and-lookup (S&L) S-boxes

Introduced in [GKL™21] to yield both efficient evaluation and proving time:

X5 > (T(X5)
— o
x €T, X4 > (xa)
Decomp — Comp
b%s >(x3 > o(x3) > S(x)
X; € Fose X2 - (’T(Xg)
X1 > (T(Xl)

Figure: Split-and-lookup function.

Role: guaranteeing security against algebraic attacks.
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Linear properties of ZK-friendly nonlinear maps

Low degree maps: x“ Split-and-lookups: S
o LX(a,b,c) < a. o L°(a,b,c): ?
o |C*"(a,b)| < (a—1),/p (Weil bound). o |C°(a,b)]: ?
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Linear properties of ZK-friendly nonlinear maps

Low degree maps: x“ Split-and-lookups: S
o LX(a,b,c) < a. o L°(a,b,c): ?
o |C*"(a,b)| < (a—1),/p (Weil bound). o |C°(a,b)]: ?

In the following, we study the linear properties of S&L:
o Efficient algorithms for computing those quantities.

@ Study of the properties of the S&L used in the literature.
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Linear correlation of S&L
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A simple formula for the linear correlation of S&L

Problem: given a, b, compute C°(a, b) = ZXeFP ;‘S(X)*bx

We found the following formula:

i—1
“(a, b) = zn:HC[Z]*’ab ”'ab H Cgpf}ab
i=1j=1 k=i+1

where C;’i(a, b) => iex C(a 7()=bx):s , and (p;); is the base-s decomposition of p.
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Application to some primitives

Size of correlation coefficients (Tip5) Size of correlation coefficients (Monolith)

0.5

0.4

0.1

0.0

We observed that for small a, b, the |C”(a, b)| are high (the order of p).
@ We provided a partial explanation using the established formula.

@ Not a problem if other components provide security against correlation attacks (eg. x®).
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Linear probability of S&L
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Trivial estimates

Evaluate ] |
X3 > o(x3)
L(a,b,c) = #{x €F,|a-S(x) =b-x+c}. — o
X X2 > o(x2) > S(x)
Method 1: Iterate through all x € F,, 7 X1 > o(x1)
e Cost: O(p). — — i
@ In the case of Tip5, p ~ 2%*: too costly. — —
X3 > bx3z + C3
Method 2: Wordwise linear approximation. — A
X - X2 > bxo + Co > bx + ¢
n
i=1 L | ||
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Carry propagation phenomenon

In general, those quantities are not equal, eg.

a'(T(Xz):b'X2+C2—1

and —1
- 1s

)0 -——>| S

a'(r(xl):b~x1—|—c1+s, &

gives

Figure: Two carries cancelling out.
a-S5(x)=b-x+c. & &
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Carry matrices

Idea:
o,X,a,b,c
m;; .
_ IS i-s?
o o
#{xeX|a-o(x)=b-x+c+i-s—j}. —k
<>
ks)O S
We have that: o
—J —J
mS,X7a7b,C _ § :mﬂ,X2,a,b,C2 mﬂ,X17a7b7C1
u - ik kj ' Figure: Two carries cancelling out.
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Linear probability of S&L
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Carry matrices
Idea:
o,X,a,b,c
m;; .
B is i s2
- o
#{xeX|a-o(x)=b-x+c+i-s—j}. —k
<>
ks)O S
We have that: g
—J —J
5,X,a,b,c 7,X2,a,b,co __0,X1,a,b,c1
m-. = m. m’ .
u Ek: ik kj Figure: Two carries cancelling out.

This is a matrix multiplication!
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Computing the number of solutions

Fact: The values of /,/, k can be restricted to an interval I, of size |a| + |b|.

o, X o,X,a,b,c
Ma’b’c— (mij )
Iy.lela,b

If Decomp(c) = (c1,...,¢n), X = X1 X ... x Xp:

Let

S X o, Xn . 0,X1
Ma,b,c - Ma,b,cn e a,b,c1 *

We can compute #{x € X | a- 5(x) = b-x+ c} in time

n(Jal + [b)*
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Applications to Tip5 and Monolith

Primitive p(log) a b c Libyc (log) source
fixed points 7.9 [SLST23]
Tip5 Pooldi (64) 11 4 12.68 trivial bound
CTip5 15.81 carry matrices
40.7 trivial bound/ [BGK™125]
Peoldi (64) 1 =2 0 41.76 carry matrices
Monolith fixed points 4 [GKLT23]
Pmers (31) 1 _o o 17.58 trivial bound
18.35 carry matrices

torips = 0x08620896£76a0894.

Table: Best known linear approximations of split-and-lookup S-boxes.
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Conclusion

Linear properties:
@ New tools to study the properties of split-and-lookups.

@ Comparison of the S-boxes from the literature.
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Conclusion

Linear properties:
@ New tools to study the properties of split-and-lookups.

@ Comparison of the S-boxes from the literature.

Other works: Cryptanalysis of S&L-based hash functions
@ Collision attack on reduced Tip5.

@ Practical distinguisher on full Skyscraper.
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Conclusion
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Conclusion

Linear properties:
@ New tools to study the properties of split-and-lookups.

@ Comparison of the S-boxes from the literature.

Other works: Cryptanalysis of S&L-based hash functions
@ Collision attack on reduced Tip5.

@ Practical distinguisher on full Skyscraper.

Thank you!
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Types of AO designs
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Strategies of design

Three design strategies for AO [Rec23]:

Type | Type 1l Type I
o Low degree o CCZ-equivalence @ Lookup tables
y = x“. y = xM y =o(x) .
o Fast in Plain. @ Slow in Plain. @ Even faster in Plain.
@ Many rounds. @ Fewer rounds. @ Even fewer rounds.
@ More constraints. @ Fewer constraints. @ Constraints depend on
e PoseIbON, MiMC... @ Anemoi, Rescue... proof system.
@ Reinforced Concrete,
Monolith...
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Computing the carry matrix

Algorithm Computing the matrix M‘ib’c

Require: |a| + |b| +2 < mins;
M[l.fl],s, M[l.O],s’ M[n.n],v’ Mln+l.nlv — Id
for k=1ton—1do
MILKLs M‘:Z’[[Cskk]]M[l,kfl],s
—k. — . Tn— 7{Vn— }
Mln—k.n],v . MIn—k+1 n],vMa’b’Cknik k
end for
M0
for k=0to ndo
M M+ M[kJrl.n],vM;ly]L‘:k]]M[l.kfl],s
end for
return M

[T w n .
Complexity: O (n(|a| + |b])* + D71 si).
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Computing the number of approximations

Algorithm Computing the number La b,

L+ 0
for kin [-(a~ + bt +1),(a" +b7)] do
'+ k' -T[iLysi «+ ¢+ k- p {Euclidean division}
L+ L+ Msb «[k",0] {Call to the previous algorithm}
end for
return L

c

Complexity: O (n (Ja] + [b])“ T + 320, s,-).
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S-boxes definitions
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Definition of the T1P5 S-box

o Decompose x € Fp, pgolai = 2°4 — 232 4 1 into 8 chunks of 8 bits.
@ Apply the following to each chunk:

o Fap \ {28} = TFpyq\{2°%}
x = (x+ 1) -1,

@ o has fixed points 0 and 255.
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S-boxes definitions
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Definition of the MONOLITH S-boxes

Case pgolai = 254 — 232 4 1
@ Decompose x € FFj, into 8 chunks of 8 bits.
@ Apply the following to each chunk:
o F§ — F$
x = xe(kxkxlokxk?2okxkl))xkl.

@ o has fixed points 0 and 255.
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S-boxes definitions
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Definition of the MONOLITH S-boxes

Case pmers = 231 — 1:
@ Decompose x € [F,, into 3 chunks of 8 bits and 1 chunk of 7 bits.
@ Apply the following to each 8-bits chunk:

og : F8 — F8
x = xe(xkl)oxkxk2o(xkl))x1l.

@ Apply the following to each 7-bits chunk:

o7 ]Fg — Fg
x = xo(kxwloxk?))xl.

@ og has fixed points 0 and 255 and o7 has fixed points 0 and 127.
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Best known linear approximations
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The best known approximation for Tip5

S-box in T1P5 (pgoldi):

The best approximation found for S is:

S(X) =-X + CTip5 s

where crips = 0x086a0896{7620894.
It works for 57360 ~ 21°-81 values of X. )
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The best known approximation for Monolith
S-box in MONOLITH (Pgoldi):
The best approximation found for S is:

S5(X)=2-X.
It works for 3726693261568 ~ 24176 values of X.

S-box in MONOLITH (pmers):

The best approximation found for S is:

S(X)=2-X+c,

where ¢ = 224,
It works for 335928 ~ 21835 yalues of X.
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